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CourseNetworking as a ‘School Official’

FERPA LAW SAYS:
34 CFR§ 99.31 Under what conditions is prior consent not required to disclose information?

(1)(i)(B) A contractor, consultant, volunteer, or other party whom an agency or institution has
outsourced institutional services or functions may be considered a school official under this paragraph
provided the outside party —

1. Performs an institutional service or function for which the agency or institution would
otherwise use employees;

2. Is under the direct control of the agency or institution with respect to the use and
maintenance of education records; and

3. Is subject to the requirements of § 99.33(a) governing the use and re-disclosure of personally
identifiable information from educational records.

CourseNetworking is under the direct contractual control by the agency or institution with respect to
the use and maintenance of education records.

Agency or Institution Disclosure to CourseNetworking as a ‘School Official’

FERPA LAW SAYS:
34 CFR§ 99.31 Under what conditions is prior consent not required to disclose information?

(a) An educational agency or institution may disclose personally identifiable information from an
education record of a student without the consent required by § 99.30 if the disclosure meets one or
more of the following conditions:

(ii) An educational agency or institution must use reasonable methods to ensure that school
officials obtain access to only those education records in which they have legitimate educational
interests. An educational agency or institution that does not use physical or technological access
controls must ensure that its administrative policy for controlling access to education records is
effective and that it remains in compliance with legitimate educational interest requirement in
paragraph (a)(1)(i)(A) of this section.

Provide CourseNetworking only the information needed to serve its function. Access to educational
records is dictated by course enrollment and course role data provided by the institution and includes,
name, course enrollment and role information and email address. Access inside of a course can be
further limited by groupings of students.

Requirement of Further Non-Disclosure

FERPA LAW SAYS:

34 CFR § 99.33 What limitations apply to the re-disclosure of information?
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(a)(1) An educational agency or institution may disclose personally identifiable information from an
education record only on the condition that the party to whom the information is disclosed will not
disclose the information to any other party without the prior consent of the parent or eligible student.

Contractual agreements with CourseNetworking specifies that CourseNetworking cannot disclose the
information to any other party otherwise in compliance with FERPA. Third party tools may be integrated
into CourseNetworking per the institution’s request, and then the institution holds responsibility in
regards to the disclosure of student information, account creation, etc.

Permission Settings within Software

FERPA LAW SAYS:
34 CFR § 99.30 Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent before an
educational agency or institution discloses personally identifiable information from the
student’s education records, except as provided in § 99.31

Agency or institution can change the permissions settings within the software to allow for or deny,
access to certain types of users. (See Page 4-5)

Account Settings

FERPA LAW SAYS:

34 FR § 99.30 Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent before an
educational agency or institution discloses personally identifiable information from the
student’s education records, except as provided in § 99.31

Agency or institution can change the course settings within the software to allow certain users to access
the course. (See page 6)

Names, not potentially sensitive contact information are displayed on CN (security feature)

FERPA LAW SAYS:

34 FR § 99.30 Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent before an
educational agency or institution discloses personally identifiable information from the
student’s education records, except as provided in § 99.31

CourseNetworking displays students’ names in the course and their CN Number; however, by default
students’ email addresses or phone numbers will not be displayed. They can choose to show this
information. Students may network and contact one another or any other user on CN, but the
communication will be mediated through CourseNetworking and students’ email addresses will not be
disclosed. Institutions can disable this feature.
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Log off inactive users (security feature)

FERPA LAW SAYS:

34 FR §99.30 Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent before an
educational agency or institution discloses personally identifiable information from the
student’s education records, except as provided in § 99.31

CourseNetworking allows institutions to choose the time in minutes, days, or weeks in which the system
automatically logs out users after a period of inactivity. By default, the system logs out users after 30
days of inactivity. (See Figure 18 in “Other” Section)

Authentication Integration

FERPA LAW SAYS:

34 FR § 99.30 Under what conditions is prior consent required to disclose information?

(a) The parent or eligible student shall provide a signed and dated written consent before an
educational agency or institution discloses personally identifiable information from the
student’s education records, except as provided in § 99.31

Single-sign-on is highly encouraged. All access to the system is dictated by the Institution-controlled
identity system (SAML 2.0, CAS, LDAP, Shibboleth etc.) (See page 15)

Customization

Under FERPA, it is up to each individual school to define who constitutes a school official and what
constitutes a legitimate educational interest. Because of this variation, CourseNetworking provides
settings that can be configured to conform to each school’s definitions. This document describes various
CourseNetworking settings related to FERPA, the default settings, and the changes that may be made to
these settings.

Permissions

One of the main FERPA-related tools available to educational agencies is the ability to define the
permission settings for specific user roles in CourseNetworking. Roles are established and
communicated within CourseNetworking by the type of course or section of enrollment. The
management of these enrollments and corresponding role permissions allow schools to specify what
data each user can view. Both by instructor and teacher’s assistant enrollments can be limited to
student data in a section, which is a subgroup of the overall enrollments. Enroliment data is typically
furnished via integration with the institution’s student information system (SIS). The default permission
settings can be changed to either allow or deny access to specific features and data.

To access the role settings from a course page in CourseNetworking as shown in Figure 1, select
“Roster” from the left navigation menu in a CourseNetworking course. Then click on a gear icon next to
any member’s name and select “Change member role/permissions to view or change their predefined
role. In addition, to the user roles of Students and Instructors, CourseNetworking also has the
predefined roles of:
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e TA’s, Instructional Designers, Field Experts — All of the same permissions as an instructor except,
cannot change member roles/permissions, cannot drop course members, have instructor
selected limited access to GradeBook and DropBox.

e Observers — Treated like a student role, except they do not appear the in course GradeBook

e Content Editors — Instructor may assign content editors to manage the content on specific tasks.

Note: Names of Roles may be changed to meet an institution’s needs — see Figure 2

Change Member Role/Permissions

Tim Collins Member Role: Instructor
In each CN course, Instructors have

the highest level of permission. They
Display Title R ) can edit course settings, manage
|oprional): er Uiy T COUrse groups, create tasks and
quizzes, grade, issue course badges,
Grant Full Access to GradeBook and DropBox - [l
Teaching Assistants, Instructional
Designers and Field Experts have the
same permissions as Instructors
SAVE CHANGES | except, they cannot change member
roles/permissions, cannot drop course
members, and have limited access to
DropBox and GradeBook.
Observers are treated almost the
same as Siudents. The only
difference is that they do not appear in
course GradeBook.
Content Editor can be assigned to
manage content of specific Taski(s)
only.

Figure 1. Role Settings
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Display Title X

Enter a Display Title, such as Provost, CN Admin, Advisor, etc. This title will be displayed as part of
the role label on this member's posts. For example:

A Alice Xie , Joe Test Course

& INSTRUCTOR - ACADEMIC ADVISOR

Figure 2. User Role

Course Settings

Instructors can go to Course Basic Settings, see Figure 3, to set course access setting. They can make
their course available to Public (everyone who obtains a CN number can join course) or restrict course
access to members, see Figure 4, who have the course 4-digit PIN code or those invited by a course
invitation email. Instructors can also choose “Only Me” and change to another access setting when they
are ready to open up their course. Licensed Institutions can determine course enrollment by uploading a
CSV file or through integration with their SIS. They can also disable instructors from changing course
access settings. All data and course content is securely stored under an associated access control policy.
Every time the data or content is accessed, this access control policy is consulted before access is
granted to the requested resource.

The procedures below step through the process of making a course public while keeping all the student
data private and secure.
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€N CourseNetworking Q, Search

© E= Teacher Academy Course

Basic Course Settings

Course Anar Seed Settings

# Course Home #5  Giobal class Settings nt odk
Import Course Content
= Modules b WEe LTI Tool Settings
>  Welcome * & Post Settings .
E ' License a
> Institutional Mission Invite a Member
and Culture Welcume w uns 1eacner academy Self

This self-paced online course was originally create

> Principles of Learnin
P g nartners for the LIS Denartment of | ahar’s TAACC

Figure 3. Course Settings

About Course This Teacher Academy course addresses topics relevant to
faculty members teaching in contemporary higher educational
roles. Module topics cover History of higher education,
development of the community colleges system, how learners
learn, learner motivations, strategies and techniques to engage

Start Date 10/01/2017 B3
End Date 12/31/2022 B2

Access Settings @, PIN Code

Please Select One

@ Public

4-Digit PIN Code

| @4 PIN Code

% Email Request

& Only Me

Figure 4. Course Settings

Global Class Settings
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Can opt-in on a category basis, department basis, or keep secret.

Post Privacy Settings

1. Visibility Settings

On CN, users must select a visibility setting for each of their posts. By doing this, they tell the system
whom they want to allow to view their content. CourseNetworking provides different options on
different based on the different site pages. Figure 5 shows post visibility options on the course page.
Aside from selecting a post visibility setting, users can also check the box “Show in my CN ePortfolio”
to display their post on their public ePortfolio. By default the box is unchecked.

Licensed institutions can disable certain post visibility options, such as “Visible to All CN Members”
and “Visible to This Course and Global Class.”

® post D poll 2 Event % Email ClassCast

+ Add a Title Add Math Equations
9 Instructor suggested discussion topics (14)

Here is my PowerPoint for group project “Literature Review". | welcome critiques and suggestions.

= LiteratureReviewP... x

Attach: [E File [Ealimage [ Youtube P Link == SCORM 14/15 ‘

Visible to This Course Show in my CN ePortfolio
Select a visibility setting SUBMIT m

Group(s)

Task Toc

This Course and Global Class

This Course and My Other Courses

TheCNTas|  Visible from Linked Task Only of arning activities or to-do lists. Pedagogically, tasks
can be orga Only Me (Edit Later) g offjectives, etc. For example, instructors can use the
Task tool to o o gnments for each week of a semester. Read More

Figure 5. Post Visibility Settings

2. Course name displayed on Posts

If users are both members of the same course, they see the name of their mutual course on each
other’s course posts. If users are not from the same course (for example they Global Classmates),
then they will not be able to see the name of the course, from which the post was created. See and
compare Figure 6 and Figure 7
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$§550

Allie Wigginton #% Biology101 “ =5

Biology101
Biology
Active

istory. Even early humans had to study the animals they hunted and
sred for food. The invention of agriculture was the first great advance
| important to us from earliest history as well. The earliest known
Mesopotamia (2112 B.C.), and Egypt (1800 B.C.).

Instructors: Mengyuan Zhao, Maziar
Ll Aboualizadehbehbahani, Andrew
Barnthouse, Nickolas Kramer
2 Members: 18
Course #: 7797979

& You're a(n) Instructor in this Course. -

Jered to be the first to practice scientific zoology. He is known to

Read More

Figure 6. Members of the same course
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James Marrs £ b
o |

Example exam question

*)]

Question 1 of 1) Primitive streak formation produces is the first evidence of A
respondents )

w

epithelial tissue assembly
the amnionic sac
embryonic axis formation
epiblast formation

holoblastic cleavage

SUBMIT

Email - Rememberit - Translate - Export

Figure 7. Members are not in the same course; they are global classmates

Anar Seed Privacy Settings

By default, course Anar Seeds are visible to all course members, see Figure 8. This means students can
view each other’s Anar Seeds received from the course. The user who receives the most Anar Seeds at
any given time is called “Anar Seeds Champion,” and is also shown on the right side of the Anar Seeds

Progress bar to each course member, as in Figure 9. If course instructors count Anar Seeds toward the
course grade or have any concerns about student privacy related to Anar Seeds, they can go to course

Roster from the left-hand menu on a course page, click “Anar Seeds Privacy Settings” and check one or
both of the privacy options.
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Course Roster/Members

2% Invite a Member < Combine Courses

Search Members by name, CN# or email

Members

sort by: Please select -

Mengyuan Zhao B=

~SAT712

Instructor
Maziar Aboual... IS

ax ®

S——
@MA422

Instructor
Allie Wigginton EE

@AW203
Student ax @

Deshun Coomer BE
“ § @DC207
Teaching Assistant

ax @
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< Posts < Reflections
11 8
| 1
5 1
1 0

Figure 8. Anar Seed Privacy Settings

< Ratings

CourseNetworking FERPA Compliance

Export to CSV

’ Anar Seeds Privacy Settings

< Last Visit

5 mins

25 days

2 hrs

17 days

< Badges

=
& Course 9§

Anar Seeds
in This
Course

651 (details)

175 (details) ¥

80 (details) &%

34 (details) &*
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Anar Seeds Privacy Settings

v Make Anar Seeds in this course confidential

If you make Anar seeds in this course confidential, only the course instructor can view
everyone's course Anar seeds and break down details (the last column of this table). Course
members will only be able to view their own course Anar seeds and details, not each other's.

Don't show the Anar Seeds Champion of this course on the Anar Seeds progress bar

Figure 9. Make Anar Seeds Confidential

Once done, students will not be able to view each other’s Anar Seeds. They will only be able to see their
own course seeds, see Figure 10. The Anar Seeds Champion will also be hidden from the seeds progress
bar, see Figure 11.
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Course Roster/Members

B
Mem < Posts < Reflecti ~ Rati < lastVisit < Bad Anar g
sort by: Pleaseselect « - - ons = nes ~ s - ges in This

Course

Mengyuan Zhao Il
MZ 11 8 - 7 mins 0
Instructor ax

Maziar Aboual... Il
MAA4: 1 1 5 25 days 2
Instructor ar

Allie Wigginton Il
. AW 5 1 0 5 secs 4 80 (details)
: Student

Deshun Coomer il
) 1 0 0 17 days 0
Teaching Assistant ¥

ak

Figure 10. Hide Anar Seeds in Roster

Course 9 80 o;(t)gf

More Analytics ¥

Figure 11. Hide Anar Seeds Champion

Account/ePortfolio Settings

1. Users can choose whom they want to make each piece of their profile/ePortfolio visible to,
see Figure 12.
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Recommendations and Compliments

Peter Eliason Mengyuan, you did a phenomenal job with the recent demo for the @ONE project at the California =
Other Community Colleges. Thank you so much. O~ U

Q@ Ppublic
Allie Wigginton Thank you for all of your hard work on our group project. You did a great job creat E Employers S
Classmate PowerPoint and outlining all of our research. Great working with you! C MyCla %
® Nov 15, 20 My Class

I Instructors

View All & Only Me

Figure 12. ePortfolio Visibility Settings

2. For badges, users can hide badges they do not want to display on their ePortfolio. For
badges they do want to display on their ePortfolio, they can hide (see Figure 14) course-
related information (name of the course from which they received the badge and Award
Criteria (see Figure 13 which may disclose their grade related information).

ne Z Top 10% lis
rrre |
imar Description: Top 10%
le/si Received from: CN Training: Master the CN «
sjor) Issuer: e Mengygan Zhao
Issue Date: Nov 20, 2017

Award Comment:  Good job, Allie Wigginton. You are
awarded with the "Top 10%" badge in
my class.
Award Criteria: Students who received more than 5
out of 5 points on assignment Post Is

“ dicussion1. « P

Figure 13. Default Show Course Information
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If this option is checked, only you
can see the name of the course
where a badge was awarded and
grade related information. To
protect your privacy, this box is
checked by default

Figure 14. Hide Badge Information

After checking the “Hide Course Information on Badges” checkbox in the upper right corner of the
Badges section, the course name and Award Criteria are both hidden to others. See Figure 15.

Top 10%

Description: Top 10%

Issuer: 8 Mengyuan Zhao
Issue Date: Nov 20, 2017

Award Comment:  Good job, Allie Wigginton. You are
awarded with the "Top 10%" badge in
my class.

Figure 15. Hide Badge Information

3. If users do not want their ePortfolio to be viewed by the public and/or appear in Google
searches and other search engines, they can click “Privacy Settings” on the top right of their
ePortfolio and check “Do not make my profile visible to the public.” See Figure 16.
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Profile Privacy Settings

v | Do not make my profile visible to the public

If you check this option, your CN profile will not be visible to people who have not logged into
the CN. Your profile will also not be searchable through Google and other search engines. But
please note that if your profile has been indexed by any search engines, it may take a few days
to weeks for the search engines to remove it from their index.

Figure 16. User ePortfolio

4. Licensed institutions (Admin) can completely disable their members’ ePortfolios. If they do
so, their members will not be found or viewed by any CN users. Choosing the first bubble
shown in Figure 17 below will disable anyone (even users from your own institution) from
viewing the ePortfolio. Only the individual user themselves can see it. Selecting bubble two
shown below will allow institutions to select labels for certain grades or groups to be hidden
from the public. Only institution members to see each other’s’ ePortfolios of the certain
groups.

Disable Channel users” Social Portfolio and interaction options on their mini profile card. They will also not be found through Search. You can only check one of them.
Completely disable (only users themselves can access their profile)

@ For non Channel members (Channel members can still views each other's profile, contact each other and search each other)

Assign User Labels Please select a user label v

Figure 17. Institution Disable Public View

Authentication Integration

Single-Sign-On (SSO) is configured at the account level. SSO gives the institution complete control over
which users are authenticated and how that authentication is executed. Role information is
communicated with enrollment data via integration with the institution’s SIS. Supported identity
protocols include LDAP, CAS, SAML, 2.0, and Shibboleth, a profile of SAML.

Other Default FERPA-related features

Additional features in CourseNetworking related to FERPA compliance include:

e Names, not potentially sensitive contact information, are displayed on CourseNetworking
o CourseNetworking displays students’ names in the course, their CN number, and chosen
country. CN does not display email addresses or other information inputted by default;
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however students may choose to show this information by changing the visibility
settings. Users on CN may contact any other user also on CN but the communication will
be mediated through CourseNetworking and users’ actual contact information will not
be disclosed. Institutions can disable this feature.

+| Customize automatic logout period for inactive users (by default, CN logs out users after 30 days of inactivity)

Automatically log out user after 30 Days + of inactivity.

Figure 18. Log-off Inactive Users
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